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AyteHntuduxanms

besonacHocTs nH(popMaun

l'ocynapcTBeHHas
nH(pOpMaAIIMOHHAS CUCTEMA

Hoctyn k uadopmanmu
JocTynHoCTh

3ammta uHpOpMaIuu
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amuniaemas uHpopManus

Wnentudukarnuys

HNudopmarmonnas cucrema

NudopmarmoHHbie pecypchl

WudopmanmonHble
TEXHOJIOTUH

WNudopmanus

Kontponupyemas 30Ha

KonduaeHunaabsHOCTh

TEPMHMHDLI U OITPEJEJEHUSA

JleiicTBUS 1O TPOBEpPKE MOMJIUHHOCTH CYObEKTa JOCTyIa
B MH(OPMAITMOHHON crcTeMe

CocrosiHME  3alIMIEHHOCTH HWHQPOpPMALUU, MPU KOTOPOM
o0ecrieueHbl  ee  KOH(QUICHIMAIBHOCTb,  JTOCTYMHOCTH
U IIETIOCTHOCTD

WNudopmanmonHas cucrema, co3iaBaeMasi B IeJIsIX pealn3anun
MOJTHOMOYHI roCy/1apCTBEHHBIX OpTraHoB
u obecrieueHust oOMeHa UHOpPMaLUel MeXIy AITHUMHU
OpraHaMH, a TaKKe B MHBIX YCTAaHOBIICHHBIX (efepaTbHBIMU
3aKOHAMHU IeJIsX

Bo3MoxHOCTS TOTyYeHHUS HHPOPMAIH U €€ UCTIOIb30BaHUS
CocrossHue wuH(pOpMAIMH, XapaKTEpU3yeMoe CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB M UH(GOPMAIMOHHBIX TEXHOJOTHM
o0ecrieunBaTh OECHPENATCTBEHHBIM MOCTYNn K WH(opManuu
CyObEKTOB, UMEIOIIMX Ha 3TO MOTHOMOYHS

3amuTta MH(QOpPMAaLMM, HAmNpaBieHHas Ha MPEIOTBpPALICHHE
MONy4YeHUs 3alluIiaeMoi MH(OpMallUK 3auHTEPECOBAaHHBIMU
cyObeKTaMHu C HapylIEHHEM YCTaHOBJICHHBIX HOPMATHBHBIMU
U TPABOBBIMH JIOKYMEHTaMH (aKTaMH) WU 00JagaTelIsIMu
uH(pOpMaIMU TpaB WM TPABWI pa3rpaHUYCHUS JOCTYIa
K 3allMInaeMoi nHdopmaruu

Wudopmarusi, sBIAOMAsICS TMPEAMETOM  COOCTBEHHOCTH
U TIOJUIeXAalas 3alluTe B COOTBETCTBUU C TpeOOBAHUSIMU
MIPABOBBIX JTOKYMEHTOB WIH TpeOOBaHUSIMH,
yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM HMH(OpMaIuu
[TpucBoenue cyObekTaM U 00bEKTaM AOCTYIa UIeHTU(UKATOpa
u (WIM) CcpaBHEHUE TMPEIBABISEMOro HIEHTU(UKATOpA
C TIEpEYHEM MTPUCBOCHHBIX UICHTH()UKATOPOB

COBOKYMHOCTh cojiepskaleiicss B 6a3zax JAaHHBIX MH(DOpMALIUU
u obecrieunBaronMx ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenpHbIE AJOKYMEHTBI M OT/IEIbHBIE MAacCHBBI JTOKYMEHTOB,
JOKYMEHTBl M  MacCHUBBl JOKYMEHTOB, COJEpKallrecs
B MHPOPMAIIMOHHBIX  cHcTeMax (OuOimorekax, apXxuBax,
dbonmax, 6aHKax JaHHBIX, THPOPMAIIMOHHBIX CHCTEMaX JIPYTHX
BHJIOB)

[Ipomecchr, meroapl moucka, cOopa, XpaHeHHs, 0OpabOTKH,
MIPEIOCTaBIICHUS, PACTIPOCTPAHCHHUS WH(OPMAIIMU U CIIOCOObI
OCYIIIECTBIICHUS TAKMX MPOIECCOB U METO/IOB

Cenenus (cooOrenus, JTAHHBIC) HE3aBUCUMO
0T (hOpMBI UX IPEJICTABICHUS

[IpocTpancTBO  (TeppuTOpHs, 34aHHE, YacTh  3JaHMUS),
B KOTOPOM HCKIIIOYEHO HEKOHTPOIUpyeMOe NMpeObIBaHUE JIHII,
HE WMCIOUIMX TOCTOSHHOTO WJIM  pa3oBOr0  JOMYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

OO0s3aTenbHOE IS BBITIOTHEHUS JTUIIOM, MOTYYHBIIUM JOCTYII
K omnpeneneHHon wHdopmaluu, TpeOoBaHWE HE IMepeaaBaTh
Takyl0o MH(pOpMalMio TpPEeTbUM JHIaM ©0Oe3  corjiacus
ee obnanaTens



O6paboTka mepcoHAIbHBIX
JTAHHBIX

Omnepatop

[IepconanbpHbIC TaHHBIE

Yrposa 6e3omacHocTH
uHpOpMaITUU

Va3BUMOCTE

[lenoctHOCTH

JelicTBus (onepanuu) ¢ NEpCOHAIBHBIMU JAHHBIMHU, BKIIIOYAs
cbop, cucTemMaTHu3aluio, HaKOIUIEHHWE, XpaHEHHE, YTOYHEHHE
(oOHOBIIEHHME, U3MEHEHNUE), UCTIONb30BaHHUE, PACIPOCTPAHEHUE
(B TOM wumciie nepenady), o0Oe3nIMYMBaHUE, OJIOKHUPOBAHUE,
YHUYTOKEHUE MEPCOHATIBHBIX JaHHBIX

ITPXAAHUH WIM IOPUAMYECKOE JIMIO, OCYLIECTBIISIOLINE
JESITENbHOCTh 10 3KCIUTyaTalluyl MH(OPMAaLMOHHON CHCTEMBI,
B TOM uucie no o0paboTke MHGpOpMalLMM, coaepxKaeics
B ee 0a3ax JaHHBIX

JIro6ast mHpOpMANHsI, OTHOCSIIASACS K MPSIMO WIH KOCBEHHO
OIIPEICIEHHOMY, WM ONpesiensIeMoMy (GU3NIECKOMY JINIY
CoBOKYNHOCTh ~ ycIOBHH ¥ (DakTOpPOB,  CO3JAIOLIMX
MOTEHIUATbHYIO W peasibHO CYLIECTBYIOILYIO
OIIaCHOCTb, CBSI3aHHYI0O ¢  yTedkod  uHpopmanuu
W/WIIM HECAHKLMOHUPOBAHHBIMH HW/WJIM HENPeJHAMEPEHHBIMU
BO3JECHUCTBUIMU Ha HEE

Henocrarok (cmaboctsp) MIPOrpaMMHOTO
(MporpaMMHO-TEXHUYECKOI'0) CPeICTBA UM UH(OPMAITMOHHON
CUCTEMBl B 1II€JIOM, KOTOpBIH (KOTOpasi) MOET ObITh
UCNOJIb30BaHa Ul peall3alud  Yrpo3  0e30ImacHOCTH
uHpopmaruu

VYcroitunBocTh  MHQOpPMAMM K  HECAHKIMOHUPOBAHHOMY
WIM cy4allHOMY BO3JEHCTBUIO Ha Hee B Iporecce o0paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3YyJIbTaTOM KOTOPOI'O MOXKET
OBITh YHUUYTO)KCHUE U HCKaXeHUE UH(opMaIiu



OBO3HAYEHUA U COKPAILLIEHUSA

I'OCT P — TI'ocynapcrBennsiii crangapt Poccuniickoit denepanun

[TonuTnka — Ilonmutuka wuHpOpManUoOHHOW Oe3onacHocTH [ ocyaapcTBEHHOTO
O10KETHOTO 00IIe00pa30BaTENbHOTO yUpexkaeHs TUMHA3Us Ne 49
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I'BOY rumuazus Ne49 — TlNocynapctBeHHOE Or0KETHOE 00IIE00pa30BaTEIBbHOE YUPEIKICHNUE
rumHazust Ne 49 [Tpumopckoro paitona Cankr-IlerepOypra

®Cb Poccun — ®enepanpHas cayx6a 6e3onacuoctu Poccuiickoit deneparyn

OCTIK Poccun — denepanbHas cayx0a M0 TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJTIO



1 OBIIME ITOJIOKEHUSA

Hacrosimas [Tonutuka siBasieTcss JOKYMEHTOM, ONPEIeNIONUM HallpaBIeHHs e TeIbHOCTH
B oOmactu obOecrmeueHuss WHQPOPMAIIMOHHOW  O€30MACHOCTM W MPEJACTaBIsIeT  COOOMU
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lieel U 3a1a4 MH()OPMaMOHHON 0€30acHOCTH, KaK OJTHO WJIU
HECKOJIbKO MPaBWII, MPOLEYpP, NPAKTUYECKUX MPUEMOB U PYKOBOAALIMX MPUHIUIIOB, KOTOPBIMU
pykoBoactByercs ['BOY rumnuazus Ned9, a Takxke OpraHU3alMOHHBIX, TEXHOJIOTMYECKUX U
MIPOLEAYPHBIX aCIIEKTOB o0ecreueHrs NHPOPMaIIMOHHOW O€30MacHOCTH.

Ilonoxenus  Hactosmed IlomuTuku He  pacHpoCTpaHSIOTCS Ha  oOecredeHue
MH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIIAIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOH 3amaueit B obOmactu mHpopMarmonHoi Oe3omacHoctn ['BOY rumnazus Ne49
NIPU3HAET COBEPILIEHCTBOBAHWE MEp M CpPEACTB  oOecneueHus  3aluThl  MH(OpMaUH
uHpopmannoHHbix pecypcoB ['BOY rumnasuss Ne49 B KOHTEKCTE pPa3BUTHSA 3aKOHOJATEIbCTBA
Poccuiickoii @enepaniii 1 HOPM DPETYIUPOBaHUS WH(OPMAIMOHHON [EATENIbHOCTH B TEKYILIUX
yCIOBUAX (PYHKIIMOHUPOBAHMSI NH(OPMALIMOHHOTO MOJIS.

[Tpu pazpaborke [10MMTUKK YUUTHIBAIUCH OCHOBHBIE MPUHIIMIIBI CO3JJAHHUS CUCTEM 3alllUThI
UHGOPMAIIMN,  XapaKTePUCTUKM W BO3MOXKHOCTH  OPTaHU3AI[MOHHO-TEXHUYECKUX  Mep
U COBPEMEHHBIX ITPOrPaMMHBIX U allllapaTHO-TIPOrPAMMHBIX CPEJICTB 3aILUThI HHPOPMALUH.

B pamkax cBoeit nestenpHocTH I'BOY rumnaszus Ne49 o0s3yeTcs mpeanpuHUMaTh Bce
BO3MO)KHBIE MEPbI JUTsI 3alIUTH HH()OPMAIHH OT Yrpo3 O€30MaCHOCTH WH(POPMALIUH.

TpebGoBanus nHGOPMAIIMOHHON 0€30MaCHOCTH, COOTBETCTBYIOT HEsAM jAestenbHoctu [ BOY
ruMHazusg Ne49 M mpepHasHauyeHbl sl CHUDKEHHUS PHCKOB, CBS3aHHBIX C pealu3alued yrpos
6e30macHOCTH MH(POPMAITUH.

[Tonmutuka nocrynHa BceM paborHukam ['BOY rumuazust Ne49 u Bcem monb30BaTessiM €ro

pecypcoB.
2 1EJIA U 3AJJAYM OBECHEYEHUA HH®OPMAIIMOHHON BE3OITACHOCTH

Cy0bexTbl HHPOPMALIMOHHBINH OTHOIIEHUH

CyObekTtamMu mpu obecniedeHUH HHPopMarmoHHoW Oe3zonmacHoctr B ['BOY rumuazus Ne49
SIBJISIFOTCSL

PaOOTHHUKYU CTPYKTYPHBIX MOAPA3IeIeHN (B TOM YHCIIC YBOJIICHHBIC);

rpaxaaHe, paboTarolue Mo J0roBopaM rpak 1aHCKO-TIPAaBOBOI'0 XapaKTepa;

¢usnyeckue MIA, MPEJACTaBUTENM KOHTPAareHTOB B pPAaMKaxX MCIIOJHEHHUS JIOTOBOPHBIX
0053aTeIbLCTB;

dbuzmdeckue nuia, nogasmue oopamierue B aapec ' bOY rumuazus Ne49;

IOPUIMYECKUE JIMLA, B PAMKaxX HCIIOJIHEHHs JOTOBOPHBIX 0053aTENbCTB UM BO HUCIOIHEHUHU
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAATENLCTBA Poccuiickoit denepanuu;

OpTaHbl TOCYJapCTBEHHOM BIIACTH.

O0bexTbl HHPOPMANMOHHBIX OTHOLICHHUH

OO6bexTamu HHPOPMALMOHHBIX OTHOIICHUMN SBIISIFOTCS:

nHpopmanmonusle pecypebl 'BOY rumnaszus Ne49;

rocy/lapcTBeHHble  HH(pOpMAIMOHHbIE  cucTeMbl  OmepaTopoM  KOTOPBIX  SIBJSIETCA
I'BOY rumuasus Ne49;

nporeccbl 00padoTku uHpopmaruu B uwHbopManuoHHbIX cucreMax ['bOY rumuazms Ne49,
UH(GOPMAIIMOHHBIE TEXHOJOTHH, pEeriaMeHThl W TpoleAypsl cOopa, o00pabOTKH, XpaHEHHS
U miepeiaun nHPOpMaluu;

uHpopManmoHHasi HMH(QPACTPYKTypa, BKIIOYAIOIIAs CUCTEMbl OOpaOOTKH, XpaHEHUS
U aHanu3a nHpopMalliu, IporpaMMHbIe U IPOrPaMMHO-AIapaTHBIE CPEJICTBA, B TOM YHCIIE KaHAIbI
CBSI3M U TEJIEKOMMYHUKALIUN;

CUCTEMbI U CPEJICTBA 3alllUThl HH(OpMaLUU, OOBEKTHl U TOMELIEHHS], B KOTOPBIX pa3MeELIeHBI
cpencTBa 00paboTKku HH(POPMAIIHH.



esan ob0ecniedyeHuss UHGPOPMAMOHHOM 0€30MMACHOCTH

OcHoBHOIl 1enbl0 oOecreuenuss uHpopmaiuonHoit 6e3omnacHoctd ['BOY rumuazus Ned9
ABIISIIOTCSL  JICHCTBHUSA HAmNpaBiCHbl Ha JOCTIKEHHE 3alIUThl CYOBEKTOB HH(OPMALMOHHBIX
OTHOUICHUH OT BO3MOKHOT'O HAaHECEHUS] UM MaTepUAIbHOTO0, (PH3HMUECKOr0, MOPAIBHOTO MK HHOTO
yiiep6a, MOCPEICTBOM CIIydailHOrO WJIM TpeAHAMEPEeHHOIo BO3JEHCTBUA Ha HHQOpMaIHmio,
B TOM YHCJIE!

obecrieueHust OTKa30yCTOWYHBOTO (YHKIIMOHUPOBAHUS MIPOTPAMMHBIX
U annapatHo-nporpaMMHbIx cpeactB I'bOY rumuazus Ned9 u npenocraBisieMbIX CEpBUCOB;

COOJIIOZICHHS TPAaBOBOI'O0 pPEXHMMa HCIOIb30BAaHUS MAcCCHBOB M CPEACTB  00pabOTKU
nHpopManuu;

IPEJOTBPALlEHUsT pealnu3alud Yrpo3 0Oe30macHOCTH MH(OpMalMM HpPU OCYLIECTBICHUU
nesrensaoct I BOY rumuaszus Ne49.

3agauu odecneyeHus1 HHPOPMALMOHHOH 0€30MACHOCTH

Joctuxenue nenei odecrniedeHnss HHPOPMALMOHHON 0€30MacHOCTH U CBOWCTB MH(OpMAaIHH,
I'BOY rumnuazus Ned9 pemraercs ciaeTyrOmUME 3a1a4aMHU ;

3alIUTHI OT HECAHKIIMOHMUPOBAHHOTO JIOCTYIA K MHPOPMAaIMOHHBIM pecypcam;

pasrpaHMUYeHMsI JOCTYIa MOJIb30BaTeNneil K MH(QOPMaIMOHHBIM, allapaTHbIM, IPOrPAMMHBIM
U MHBIM pecypcawm,

pEeTUCTpalliii ¥ TEPUOIUYECKOr0 KOHTPOJS JEHCTBHI Toib30BaTenell mpu oOpaboTke
3anuIaeMoi nHdopMaluy U NepUOJUUECKUI KOHTPOJIb KOPPEKTHOCTU UX AECHCTBHIA;

KOHTPOJISI LIEJTOCTHOCTH CpPEIbl HCIIONHEHHUS TNPOrpaMM M €€ BOCCTAaHOBJEHHE B Cllydyae
HapYIICHHUS;

obecriedeHuss ayTeHTU(UKAUUM W MJICHTU(UKALUU  [OJb30BaTeNel, y4acTBYIOLIUX
B MH(POPMALMOHHOM OOMEHE;

obecrieueHust UCTIPAaBHOCTH IPUMEHSIEMBIX B UH(POPMAITMOHHBIX cucreMax
I'bOY rumuazus Ne49 cpencts 3ammThl HHOOpPMAITUH;

CBOEBPEMEHHOI'0 BBISBIIGHUE MCTOYHHKOB YIpo3 0e30MacHOCTH HHG(OpMAaIUK, HTPUYHH
W YCIIOBHH, CIHOCOOCTBYIOIIMX HAHECEHHIO  ymepda  3auHTEPECOBAaHHBIM  CyObeKTam
MH(GOPMALMOHHBIX OTHOIIEHUH;

CO3JITaHMEM CITy’KObI MOHMTOPUHIA M pearupoBaHUs Ha yrpo3bl 0€30MaCHOCTH MH(OpMAaILUU
Y HETaTHBHBIE MTOCTIC/ICTBHS;

CO3JIJaHMEM YCIIOBHMH JUIi MUHUMH3AIMM HAHOCUMOTO yliep0a HelpaBOMEPHbIMU JEHCTBUSAMM,
U yCTpaHEeHHE MOCIECTBUI HapyleHus nHpopMamoHHo# 6e3omacHocTd B 'BOY rumuazus Ned9.

Pemenne BemenepeuncieHHbix 3a71a4 B ' BOY rumuasust Ne49 ocymiecTBisieTcst OCPeICTBOM:

yueTa Bcex MOUIeKaIUX 3alUTe MHPOPMALMOHHBIX PECYPCOB;

KYpHAIMPOBAHUs NEHCTBUI MEpCOHANA, OCYIIECTBISIONIEr0 00CTyKMUBaHUE U MOIU(UKAITUIO
MPOrPaMMHBIX M ITPOrPAaMMHO-AIAPATHBIX CPEICTB HH(POPMAIIMOHHBIX CUCTEM;

peryiaMeHTaIuy IporeccoB 00padoTku nHpopmarmu, neicteuii padbotauko ['bOY rumuaszus
Ned9, ocymiecTBIAIONMX HKCIUTYaTAllMI0 MPOrPAMMHBIX M IPOTrpaMMHO-ANMapaTHBIX CPEICTB, Ha
OCHOBE YTBEPI)KJACHHBIX OPTaHU3AIMOHHO-PACTIOPSIUTEIBHBIX TOKYMEHTOB T10 3alIUTe HHPOpMaInH;

Ha3HA4YEHUs U MOJATrOTOBKOH pabOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3aLMI0 U OCYLIECTBICHHE
MeponpusATHii o obecnieueHuo nHpopManroHHoi 6e3onacHoctd B ' BOY rumuazus Ne49;

HAQJICICHUsI KaXAOro pabOTHMKA MHUHHMAJIbHO HEOOXOAMMBIMU TIpaBaMH TIpu pabore
B HHGOPMAITMOHHON MHGPACTPYKTYPE COTIACHO UX JOTKHOCTHBIM OOSI3aHHOCTSIM;

COOJI0ZICHNS BCeMU paOOTHUKAMH, SKCIUTYaTUPYIOLUUMH U 0OCITY>KHBAIOLUMH IPOrpaMMHbBIE
U TpOrpaMMHO-ANIapaTHble  CPElNCTBa, TpPeOOBAaHWA  OpPraHU3aIMOHHO-PACIOPSAUTENBHBIX
JIOKYMEHTOB T10 BOIIpOcaM oOecriedeHus: HHPpOopMaIrimoHHOW 0€30MacHOCTH;

MEePCOHAIBHOM OTBETCTBEHHOCTBIO KaXKJOr0 pabOOTHHKA 3a CBOM JAEUCTBUS, y4acCTBYIOLIEIO
B paMKax CBOMX ()YHKIIMOHAJBHBIX OOS3aHHOCTEH B MPOIECCaX aBTOMATH3UPOBAHHOH 00pabOTKU
MH(pOPMALIMU ¥ UMEIOIIEro AOCTYII K pecypcaM HH()OPMaIMOHHBIX CUCTEM;

peanu3alnyell TEeXHOJOTMYECKUX IPOLEccCOoB 00paboTkM MH(POPMALUU C HCIOJIB30BAaHUEM
KOMIUJIEKCOB ~ OPTaHU3alMOHHO-TEXHUYECKUX MEp 3allUThl MPOrPaMMHOr0  OOecredeHus,
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MPOrpaMMHO-aNapaTHBIX CPEACTB;

MPUHATHS Mep 10 obecriedeHnIo PU3nIecKoi IeTOCTHOCTH MPOrpaMMHO-aNapaTHRIX CPEJCTB
MH(OPMAITMOHHBIX CUCTEM H MOJIePKaHuEeM HEOOXOMMOT0 YPOBHS 3aIIUIIICHHOCTH KOMITOHCHTOB;

WCTIONIB30BAHUS TIPOrPAMMHBIX M TPOTPAMMHO-AMMAPATHBIX CPEACTB 3aIUThl HHGOPMAIUH
obpabateiBaemoit B ' BOY rumuazust Ne49 u anMUHUCTpAaTUBHOM MOANEPKKON WX UCIIONB30BAHUS;

KOHTPOJII ~ COOJNIOJICHUS  TIOJNB30BATENIMA  WH(DOPMAIIMOHHBIX ~ CHCTeM  TpeOoBaHUI
1o o0ecneyeHn o HHPOPMaIMOHHOM 0€30IacHOCTH;

MpoBeJeHNs aHanu3a d(HPEKTUBHOCTH MPUHATHIX MEP 3aIIUTH HH(OPMAIIUU U TPUMEHSIEMBIX
cpencts 3amuthl nHGopMmanyu B [ BOY rumuazus No49;

pa3paboOTKH W pealn3allid TPEIJIOKEHUH TIO0 COBEPIICHCTBOBAHUIO CHCTEM 3aIlUTHI
uHpopmaruu B 'BOY rumuazus Ne49.

3 TMPUHIMUIIBI OBECIIEYEHUSA WH®OPMAIIMOHHOMN BE3OITACHOCTHA

ObGecnieuenre MHGOPMAIIMOHHONW 0€30MaCHOCTH, JOHKHO OCYIIECTBIISITHCS B COOTBETCTBUH
CO CJIEIYIOIIMMU OCHOBHBIMH MPUHIUTIAMHU:

IIpuHUMI 32aKOHHOCTH

[Ipu BBIOOpE MepoOnpUATHN O 3alIUTEe UHPOPMALUH, JOKHO COOMIOIAThCs JAeCTBYIOIIEe
3akoHOAaTenbCcTBO Poccuiickoit @eaeparuu B cepe 3amuThl HHHOpMAIIH.

Bce paboTHMKH OKHBI UMETh INPEJCTaBlIeHHEe 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIICHUS
B cdepe 3amutbl mHopManuu. [IporpamMMHo-anmapaTHeie cpeicTBa, npumensembie B [ BOY
rumHazusi Ne49, nomKHBI MMETh COOTBETCTBYIOIIME JIMIIEH3MH, OQUIUAIBHO MPUOOpETaThCs y
npeacTaBuTeNell pa3pabOTUNKOB STHUX CPEJICTB WM SBJIATHCS MHTEIIEKTYaJIbHONW COOCTBEHHOCTHIO
I'BOY rumHuazmst Ne49.

IIpyuHOMN CHCTEMHOCTH

[Ipu co3naHuM CUCTEMBbI 3aIIUTHI JODKHBI YUUTHIBATHCS aKTyalbHbIE YTpO3bl 0€30MacHOCTH
UHPOpPMAIMN, BO3MOXKHBIE OOBEKTHI W HANpaBICHUs aTaKk Ha HEE CO CTOPOHBI HAPYIIUTENCH.
Cucrema 3aluThl TOJIKHA CTPOUTHCS C YUETOM HE TOJIBKO U3BECTHBIX KAHAJIIOB YTEUKU MH(POPMAIIHH,
HO M C yY4ETOM BO3MOXKHOCTH TOSIBJICHUSI HOBBIX YS3BUMOCTEH B IPOrPaMMHOM OOECIIeUEHHH.

IpuHIMT KOMIJIEKCHOCTH

KommuiekcHoe Mcroiab30BaHUE CPEACTB 3alUThl HHPOPMAIIMK MPEATNOIaracT COrjJacoBaHHOE
[IPUMEHEHHE MPHU MOCTPOCHUH LIEJOCTHOM CHCTEMBI 3aIlUThI, IEPEKPBIBAIOLICH BCE CYLIECTBEHHBIE
yrpo3sl 0e3omacHocTH WHGOpPMaLWU. 3aluTa JTOJKHA CTPOUTHCS SIIETOHHUpOBaHO. DPu3nmveckas
3alyTa JTOJDKHA 00eCTIeunBaThCs (PU3MYECKIMH CPEICTBAMU M OpTaHU3AIIMOHHBIMHA MEPaMHU.

[Ipu mocTpoeHuu, BHEAPEHNUN U DKCIUTyaTallid CUCTEMBI 3alUThl HH(POPMAIIUH PYKOBOACTBO
I'BOY rumnaszus Ne49 obGecnieunBaet ycioBus 1ist 3PpPEKTUBHOM KOOPIUHAIIMY ASHCTBHMA BCeX JIHII,
o0ecreynBarIIX HHPOPMAITMOHHYIO O€30MacHOCTD.

IIpuHOMN CBOEBPEMEHHOCTH

PazpaboTka cucTeMbl 3alIUTHl MHPOPMALMU TODKHA BECTUCH MapauIeNbHO ¢ pa3paboTKon
U UHQOpPMAlMOHHOM  CHUCTEMBL. OTO TO3BOJUT  Yy4ecTb TpeOoBaHMsI  0€30MaCHOCTH
OpU MPOEKTUPOBAHUU AapXUTEKTYphl M, B KOHEYHOM cyeTe, co3aaTh Oonee 3¢ ¢eKTUBHbIE
MH(pOPMALIMOHHBIE CUCTEMBI, 00JIaJJAl0IIUe TOCTATOYHBIM YPOBHEM 3aLIUIIEHHOCTH.

IIpuHUMI NpeeMCTBEHHOCTH

[TocTossHHOE COBEpILEHCTBOBAaHHE MEpP M CPEICTB 3alluThl HMH(OpPMAlMU Ha OCHOBE
MIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKHX peIIeHUH, KaapoBOro COCTaBa, aHaIU3a
(GyHKIMOHMPOBAaHUST WH(POPMAIMOHHBIX CHCTEM M CHCTEMBI €€ 3alllUThl C YYETOM H3MEHEHHIt
B MeToJaXx M CpeacTBax IepexBara HMH(OpPMAIlMM, HOPMATHUBHBIX TpPEOOBAHWN MO 3alIUTe
uH(pOpMaLUH.

IpuHIMI 10CTATOYHOCTH

CooTBeTCTBHE YPOBHS 3aTpaT Ha oOecrieueHrne NHPOPMAIIMOHHON 0€30MaCHOCTH U IIEHHOCTH
MH(}OPMALIMOHHBIX PECYPCOB Ha BEJIMYMHY BO3MOKHOTO yIiep0a OT UX pasrilalleHus, YHUUTOXKECHUs
U UCKaxeHus. Vcnonb3yemble MEpBl M CpPEICTBA 3aIMTHl MH(OpMAMM HE IOIDKHBI YXYIIIAaTh
HPrOHOMHUYECKHE TTOKa3aTeIM KOMIIOHEHTOB HH(POPMAITHOHHBIX CUCTEM.
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IIpuHIUI OTBETCTBEHHOCTH

BosznoxkeHne oTBETCTBEHHOCTH 3a oOecreueHne 6e30macHocTy HHGOpMaIuu U ee 00paboTKu
Ha KaXJ0ro pabdOTHHKA B Mpeenax €ro MojJHOMOUYMid. B COOTBETCTBHMU C 3TUM NPHUHIIUIIOM
pacrmpeneneHue npaB U O0S3aHHOCTEW PAOOTHHUKOB CTPOMTCS TaKMM 0Opa3oM, 4TOOBI B Cirydae
JA1000r0 HapyIIeHUs ObLT U3BECTEH HAPYIIUTENb.

IpuHun 000CHOBAHHOCTH M TEXHUYECKOI peajn3yeMoCTH

NudopmarimoHHble TEXHOIOTHH, TPOrPAMMHBIE U TIPOrPaMMHO-AIIIapaTHBIE CPEJCTBA, MEPHI
3amuThl ©HGOPMAIUU JTOJIKHBI OBITh pEaM30BaHbl MO COBPEMEHHBIM PEIICHUSM, O00OCHOBAHBI
C TOYKHU 3pEHUS JOCTHXKCHHUS 33JIaHHOTO YPOBHS 3aIUIIICHHOCTH HH(POPMAIMH M 3KOHOMHYECKON
LIETIECOO00Pa3HOCTH, a TaKkKe COOTBETCTBOBATH YCTAHOBJICHHBIM HOPMaM U TpeOOBaHUAM
1o 6e30MmacHOCTH HH(pOpPMAITUH.

IIpunuun npodgeccuonaanzma

Peanmzamust Mep 3amuThl WHGOpPMANMH M DKCIUTyaTallUsl CPEICTB 3allUThl WH(GOpMAITUN
JIOJ>KHA OCYIIECTBIATHCS TPO(ECCHOHATBHBIMU CIIEIUATNCTAMU.

[IpuBieueHue crenualn3upOBAaHHBIX OPraHU3AIMI K pa3paboTKe CPEelCTB U peaan3aluu Mep
3aUThl UH(GOPMAIIMU, TOATOTOBICHHBIX K KOHKPETHOMY BHUAY JAEATEIBHOCTH MO OOCCHEUYECHHIO
6e3oracHoCcTH HHPOPMAIIMOHHBIX PECYPCOB, UMEIOLUX OMbBIT MPAKTUYECKON paOOThI U JTUIEH3UU HA
MIpaBO OKa3aHUs YCIYT B 3TOM o0siacTu.

IpuHIUN MUHUMU3AIUN NIPUBUJIET Ui TOJIb30BaTe el

Ob6ecrieyeHre noab30BaTENEH MPUBHIETUSIMI MUHUMAIIBHO JOCTaTOYHBIMU JJIsl BBIITOJIHEHUS
AMH CBOMX JOJDKHOCTHBIX oOsi3aHHocTel B [ BOY rumuasusa Ne49.

4 OCHOBHBIE TPEBOBAHMUA 110 3AINUTE HHO®OPMALIMHN
OI'PAHUYEHHOI'O JOCTYIIA

Cuctema 3amuThl MHGOPMALUU JOJDKHA IPEIyCMaTpUBaTh KOMIUIEKC OpraHU3allMOHHBIX,
MPOrpaMMHBIX U TPOTrPaMMHO-ANIAPATHRIX CPEACTB U MEp MO 3amuTe WHpoOpMalud B mpolecce
ee 00paboTKH.

Beimonnenne tpeOoBaHUN AOCTUraeTCs 3a CUET peanu3alii Ha 00beKTax MH(opMaTU3aluu
Mep 1O 3auTe HHPOpMaIuu:

UACHTU(DUKAINH U ayTeHTU(UKAIIIH CYOBEKTOB JIOCTYIA U 00BEKTOB JIOCTYIIA;

YIPaBJIEHUIO JOCTYIIOM CYOBEKTOB JOCTYIA K 00BbEKTaM JI0CTYIIA;

OrpaHUYEHUIO POIPAMMHOM CpEJIbl;

3alUTE MAIIMHHBIX HOCUTENEH NEPCOHATBHBIX JAHHBIX;

pEerucTpanuy COOBITHH OE30MaCHOCTH;

aHTUBHUPYCHOH 3aIllUTE;

O0HapPYKCHHUIO BTOPIKECHU;

KOHTPOJIO (QHAJIN3Y) 3allIMIIEHHOCTH EPCOHANIBHBIX IaHHBIX;

00ecIeYeHu O 1IeIOCTHOCTH MH(POPMAITMOHHON CUCTEMBI U NTEPCOHATIBbHBIX JAHHBIX;

00ecIeYeHnI0 JOCTYITHOCTH MEPCOHATBHBIX JaHHBIX;

3aIUTHI CPEbl BUPTYaIU3aluu;

3alIUThl TEXHUYECKUX CPEJICTB;

3alMThl HH(OPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepelaun JaHHBIX;

BBISIBJICHUIO MHLIMJEHTOB U PEaripoOBaHUE HA HUX;

yIIpaBJIeHUIO KOHPUTrypanueid HH(HOpMallMOHHOM CUCTEMBI U CHCTEMBI 3aIUThI IEPCOHAIBHBIX
JTAHHBIX.

I'BOY rtumuazus Ned9, xak oOnamatens WHGOPMANMKA OTPAHWYCHHOTO MJOCTYIA, IIPH
OCYIIECTBJICHUH CBOUX IpaB 0053aHO:

coOJI0IaTh IpaBa M 3aKOHHBIE HHTEPECHI MHBIX JIUI;

MPUHUMATh HEOOXOMMbIE MEPBI 10 3aIUTE HHPOPMALUH;

OrpaHMYMBaTH JOCTYl K MH(OpManuu, ecid Takas oOOsI3aHHOCTb YCTAaHOBJIEHA
3aKOHOIaTeNnbCTBOM Pocculickon denepanuu.



B Ttom wuyucne I['BOY rumuazuss Ned9, BmnpaBe ecium HWHOE HE NPEIYCMOTPEHO
3aKoHOJAaTenbCTBOM Poccuiickon denepanuu:

pasperiarh Wik OrpaHMYUBaTh JOCTYI K HH(POPMAIIUH, OTIPENIENIATh MOPSAAO0K U YCIIOBHS TAKOTO
JIOCTYIIa;

HCIIONIb30BaTh MH(POPMAIINIO, B TOM YHCJIE PACIIPOCTPAHSTH €€, II0 CBOEMY YCMOTPEHUIO;

nepeAaBatb WHQPOPMALMIO JPYTMM JIUIIAaM Ha YCTAaHOBJIIEHHOM 3aKOHO/ATEIbCTBOM
Pocculickoit @enepannvi OCHOBaHUY;

3alUIIATh YCTaHOBJIEHHBIMH 3aKOHOJAaTeNnbcTBOM Poccuiickoit denepanuu cocodamMu cBOU
[IpaBa B cIy4ae HE3aKOHHOIO MOITY4YeHHs HHPOPMAIIUU UITH €€ He3aKOHHOT'O UCTIOIb30BAaHUS MHBIMU
JIUIAMU;

OCYILIECTBIIATh HMHBIE NEHCTBUS C HMH(OpManued WM paspeliaTh OCYIIECTBICHHE TaKHUX
NEeWCTBUHM, ecau HSTW JeWCTBUS HE NpoTUBOpedar (eaepalibHBIM 3aKOHAM U JPYTUM
HOPMaTUBHO-NIPABOBBIM akTaM Pocculickoit @enepanui.

3amuTta uWHGOpPMAIMK  OTPAHUYEHHOTO  JIOCTyNa MpPEJACTaBiseT CcoO0OM  NpuHATHE
OpPraHM3allMOHHBIX U TEXHUYECKUX MEpP, HAIPABJICHHBIX Ha:

coOoieHne KOH(UACHIIMAIBHOCTH WH(pOpMaMK (MCKII0YEHUE HEMPaBOMEPHOTO JOCTYIIA,
KOIMPOBaHUs, IPEJOCTaBICHHS UM PacPOCTpaHeHus HH(GOpMAIIN);

obecrieueHue 1eJIOCTHOCTH UH(opMaly (MCKIIOUEHHE HEePaBOMEPHOTO YHUUTOXECHUS
WM MOAU(PUIMPOBAHUS HH(DOpMAITIH);

peanu3alnuo mpaBa Ha JOCTYN K HHpOpMaluu (UCKIIOYCHHE HEMPABOMEPHOTO OJIOKMPOBAHUS
uHdopManum).

CpencrBa 3amuThl MHGOpMAIIMKA BHEAPSIIOTCS 10 PE3yJIbTaTaM MPOBEJICHHS OLEHKH PHUCKOB
nH(}OpMaIMOHHON 06€30I1aCHOCTH.

Opranun3anus 3alUThl HHPOPMALMHU

[Tpu opranuzanuu B ['BOY rumuaszus Ned49 szamutel nHGOOpMAIUU, JTOIDKHBI BBITOTHSATHCS
tpeboBanus denepanpHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 undopmanuu, nHHOPMALIMOHHBIX
TEXHOJIIOTHSIX MU O 3aluTe UHGOPMAIUW», KOTOpPbIE PETYIUPYIOT OTHOUIEHUS, CBS3aHHbBIE
C YCTaHOBJICHHEM, U3MEHEHHUEM U MPEKPALICHUEM peKruMa 00pabOTKH 3aluiaeMoil HH(OpMalLnu.
B Tom umcne tpeboBaHMs O 3amuTe MHPOpPMALMK, HE COCTABIISIOIIEH T'OCYIAapCTBEHHYIO TalHY,
coJieprKallieiics B TOCYAapCTBEHHBIX HWH(OPMAIMOHHBIX CHCTEMAax YTBEPXKACHHBIE IPUKA30M
OCTOK Poccun ot 11.02.2013 Ne 17 «OO0 yrBepkaeHuu TpeOoBaHUN O 3amuTe HH(GOpMAlUH,
HE  COCTaBJIIOIIEH  TIOCYAapCTBEHHYIO  TallHy, coJepxXkallelcs B  TOCYJapCTBEHHBIX
MH(OPMAIMOHHBIX CUCTEMax» Il TOCYJapCTBEHHBIX HH(OPMAIMOHHBIX CHCTEM IO KOTOPHIM
I'BOY rumnuazust Ned9 sensiercs OnepaTopom.

BTBOY rumuazus Ned9 momuMo peanu3aliiil OCHOBHBIX Mep 3allUThl WHGOpMauu
OCYIIECTBIISETCS

peryiasipHas  OLIEHKa M  yIOpaBleHHE pUCKaMU  HMH(OpMAMOHHON  0e30MacHOCTH
B COOTBETCTBUM C YCTAHOBJIEHHBIMU IPOLIEAYPaMU B 00JaCTH YIPABICHUS PUCKAMU;

nH(popMUpOBaHHE, o0yueHue u MTOBBIILICHHE KBaJIM(hUKALIMH paboOTHHUKOB
I'BOY rumnuazust Ne49 B cepe nndopmanmonHoi 6€301macHOCTH;

MeToAMYecKas TMOMOIIb pabOTHHKaM B BoOIpocax obOecnedeHus HHPOPMAIMOHHON
0e30MIacHOCTH;

aHaJIM3 U MOMCK BO3MOYKHOCTEH 1O MOBBILICHUIO YPOBHS 3alUIIIEHHOCTH HH(OPMALIUH.

st oprarm3aruu 3amutel nHGopmanyu, [ BOY rumuaazus Ne49 pnpaBe npruMEHSTH CpPelICTBA
Y METOJIbl TEXHUYECKOM 3alllUThl, IPEANPUHUMATD JIPYrue, He IPOTUBOpEYaIIie 3aKOHOATEIbCTBY
Poccuiickoii denepaiu, Mepsbl.

B pamkax oOecriedeHus 3auThl HHPOPMAIMH, B paMKax TPYIOBBIX OTHOIIEHUH HE00X0IUMO
03HAaKOMUTb TOJ] POCTIHCH PaOOTHHUKOB, JOCTYI KOTOPBIX K MH(POPMAIIUU OTPAaHUIECHHOTO JTOCTYIIA,
HEOOXOJUM JUTsl BHIITOJIHEHUSI UMH CBOUX JOJKHOCTHBIX OOSI3aHHOCTEH, ¢ IepeyHeM HH(opManuu
OrpaHUYEHHOr o ocTyna, u npuHATeIME B ' BOY rumuazus Ned9 mepamu 3amutsl HHGOpMAIIH.
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Oco0eHHOCTH 32U THI IEPCOHATBHBIX JAHHBIX

ITpu opranuszanuu o6padbotku B 'BOY rumuazus Ne49 nepcoHanbHbIX JaHHBIX HEOOXOAUMO
pYKOBOACTBOBaThCsl TpeOoBanusaMu DenepanbHoro 3akoHa ot 27.07.2006 Ne 152-P3
«O mepCOHANBHBIX JIAHHBIX).

[lepeyerr Mep, BbIMOTHEHHE KOTOpBIX obOecmeunBaeT ['BOY rumuazust NedQ B kauecTBe
orepaTopa nepcoHaIbHBIX JaHHBIX, TOJIKEH BKIIIOYATh:

HazHaueHne B ['BOY rumuazus Ne4d9Q oOTBETCTBEHHOrO 3a OpraHu3anuilo  00pabOTKU
MEPCOHANBHBIX JTaHHbIX;

pa3paboTKy JOKYMEHTOB, OINPEIEISIONINX paBUiia B OTHOIIEHUH 00paOOTKU MEePCOHATBHBIX
naHHbiXx B ['BOY rumHazus Ned9, nokaiabHBIX aKTOB MO BOMpPOcaM 00paOOTKH MEPCOHATBHBIX
JIAHHBIX;

IPUMEHEHHE OpPraHU3alMOHHBIX M TEXHUYECKUX Mep Mo obecneueHuro 0e30ImacHOCTH
MEPCOHANBHBIX JAaHHBIX B COOTBETCTBUHM cO cTatbedd 19 demepanmbHOoro 3axona or 27.07.2006
Ne 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBINOJIHEHHE TPeOOBAHUHN MO COCTABY M COIEPIKAHUIO OPTaHU3ALMOHHBIX U TEXHUYECKUX Mep
o obecreueHnto 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX NMPH UX 00paboTke B MH(OPMALIMOHHBIX
CHUCTEMax NMEePCOHAIBHBIX JaHHBIX yTBepACHHBIX [Iprkazom @CTOK Poccun or 18.02.2013 Ne 21
«O0 yTBEp)KJICHUH COCTaBa M COJIEPYKAHHsI OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp M0 00eCIIeYCHHIO
0€30IaCHOCTH TIEPCOHANBHBIX JAaHHBIX NpU HUX 00paboTke B WH(OPMAIMOHHBIX CHCTEMax
MIEPCOHANIBHBIX 1aHHBIX);

OLIEHKY Bpe€Aa, KOTOpbIH MOXeT ObIThb MNPUYMHEH CYOBbEKTaM IEepPCOHAIBHBIX JaHHBIX
B cinyyae HapymeHus PenepanbHoro 3akoHa Ne 152-@3, cooTHomeHHE YyKa3aHHOTO Bpesa
Y MPUHUMAEMBIX ONEPaTOPOM MeEp, HANpaBJICHHBIX Ha OOECIICYCHHE BBITIOJTHEHUSI OOS3aHHOCTEH,
npenycMoTpeHHbIX PenepanbHbM 3akoHOM No 152-D3;

o3HakomsieHHe paboTHUKOB ['BOY rumuazus Ned9, HemocpelICTBEHHO OCYIIECTBIISIONINX
00paboOTKy MEPCOHANBHBIX JAaHHBIX, C MOJIOKEHUSAMH 3aKOHOAaTeabcTBa Poccuiickoit deaepamnmun
O TEPCOHAIBHBIX JaHHBIX, B TOM 4YHCI€ TPEeOOBAHUSAMH K 3alllUTe MEPCOHAIBHBIX JAHHBIX,
JOKyMeHTamHu, ompenensoonmmu tpedoanuss 'bBOY rumnuasus Ned9 B oTHomeHun oOpabOTKU
MIEPCOHANBHBIX TaHHBIX U 00yUeHHE, IPU HEOOXOJJMMOCTH, YKa3aHHBIX Pa0OTHUKOB.

ObecnieueHne 6€30MaCHOCTH NEPCOHATBHBIX JAHHBIX JOCTUIAETCs, B YACTHOCTH:

OlpeleNieHueM  Yrpo3 M Hapymurtenaed  0€30MacHOCTH  MEPCOHANBHBIX  JaHHBIX
pu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHABHBIX TAaHHBIX;

OIIPENCNICHUEM YpPOBHS  3AILUIIEHHOCTH IEPCOHAIBHBIX JAaHHBIX B  COOTBETCTBUHU
¢ tpeboBanusmu IloctanoBnenus [IpaButensctBa Poccuiickoit @enepauuun or 01.11.2012 Ne 1119
«O06 yTBepxaeHMHM TpeOOBaHWMN K 3alIUTEe NEPCOHANBHBIX JAHHBIX MpH HX 00paboTke
B MH(OPMALMOHHBIX CUCTEMAX I1€PCOHAIIBHBIX TaHHBIX);

IPUMEHEHUEM TMPOLIECJIINX B YCTaHOBJICHHOM MOpPSIKE MPOLEAYPY OLIEHKH COOTBETCTBUSA
CpE/ACTB 3aIIUThI HH(OpMAITHH;

OlIeHKOW A(h(HEeKTUBHOCTH MPUHUMAEMBIX MEp I10 3allUTe IMEePCOHATBHBIX JaHHBIX JI0 BBOJA
B HKCITyaTallI0 HH(OPMALIMOHHON CUCTEMBbI IEPCOHANIBHBIX IaHHBIX;

BOCCTAHOBJICHHEM IEPCOHAIBHBIX AAHHBIX, BCIEACTBUE MOTYYECHUs HECAHKIIMOHMPOBAHHOTO
JOCTyTa K HUM;

YCTAQHOBJIEHHEM TMpaBWJl  JOCTylla K TEpCOHAIbHBIM  JaHHBIM, 00pabaThIBA€MBbIM
B MH(OPMAIIMOHHBIX CHUCTEMax IMEPCOHAIBHBIX JAaHHBIX, a TaKKe OOECIeYeHHEM pPErHCTpaluu
W y4eTa BCeX JICHCTBHIA, COBEPIIAEMBIX C TIEPCOHAIBHBIMH JAHHBIMU B WH(OPMALIMOHHBIX CHCTEMaX
MEPCOHANBHBIX IaHHBIX;

KOHTPOJIEM 3a IPUHUMAEMBIMH MEPaMH 10 3alUTe MEPCOHATBHBIX TAHHBIX U ONPEIEICHHOr0
YPOBHS 3aIIMIIEHHOCTH WH()OPMAIIMOHHBIX CHCTEMax MEPCOHANBHBIX JAHHBIX B IpoIecce
ee IKCIUTyaTaluu.
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5 OCHOBHBIE TPEFOBAHMUSA K ITIPOHECCAM OBECIIEYEHMUSA
UH®OPMAIIMOHHOM BE3OINACHOCTHU

Metonudeckoe pyKOBOJCTBO, pa3padOTKy pelieHuil mo 3amure nHpopMalnu, coriacoBaHue
BbIOOpA CPEJCTB BBIYMCIUTENIBHON TEXHHUKH, MPOrPAMMHBIX M MPOrpaMMHO-alNapaTHBIX CPEICTB
3amuUThl UH(OPMAIMU, OPraHU3alUI0 Pa0dOT MO BBISBICHUIO BO3MOXKHOCTEH W MPEXyNpEKIACHUIO
YT€YKHM W CBOMCTB 3alMIiaeMoil MH(pOpMaluM, aTTeCTAlMi0 OOBEKTOB HH(OpMaTH3aLUU
OCYIIECTBIISIOT KOMIIETEHTHBIE CTPYKTYpHBIE TTonpasaenenus [ BOY rumuazus Nod9.

dusnyeckas 0€30MACHOCTD

[IpuHATBIE OpraHU3allMOHHBIE U TEXHUYECKHE MeEpHI 110 3amuTe nomenienui ' bOY rumuazus
Ne49, cepBepHOr0 W KOMMYTAIMOHHOTO OOOpPYZOBaHMS, aBTOMAaTH3HMPOBAHHBIX pPabOYMX MECT
nosib3oBaTenet mHpopmarmonHeix cucteM ['bOY rumHazus Ned9 obecrneunBaroT peaau3ainio
CIIEYIOIUX MEp I10:

pasrpaHuYeHHIoO JocTymna paboTaukoB B momMenieHust [ BOY rumuazus Ne49 B cOOTBETCTBUH C
WX TOJHOMOYUSIMU U JIOJDKHOCTHBIMH OOSI3aHHOCTSIMU;

peructpanu (pakToB BXxoAa paOOTHUKOB B IMOMEIIEHMS, B KOTOPBIX Benercs oOpaboTka
MIEPCOHAJIbHBIX JaHHbIX;

KOHTPOJUPyeMOMY TTpeObIBanmi0 TOCTOpOoHHUX Jinll B ' BOY rumuasus Ne49 B nmomemenus, B
KOTOpBIX BeAeTcss 00paboTka MH(OpPMAIMM OrpaHMYEHHOTO JIOCTYNa M pa3MELICHbI almapaTHble
cpencTBa HH(POPMAIIMOHHON CHCTEMBI;

OpraHu3aliK PeKUMa KOHTPOJIUPYEMOTr0 BHOCA/BBIHOCA CPEACTB 00paOOTKH HH(POPMAIIHH.

[Tomemienust 'bOY rumnuazus Ned9 nomkHbl ObITH 000PYAOBaHbI AETEKTOPAMH OTHS U JIbIMA,
OTHETYUIMTENSAMH, CHUCTEMaMU KOHAWLMOHMPOBAHUS BO3/1YyXa, CPEJICTBAMHU OXPAHHO-TIOKApPHOMU
CUTHAJIM3alUu.

OcHoBHOe cepBepHOe U KoMMyTaroHHoe o0opynoBanue 'bOY rumuazus Ned49 nomxHo ObITh
3alIMIIEHO OT Mepe0oeB B MOjaye 3JICKTPOIHEPTHU IYTEM IMOAKIIOYEHHUS K JIIEKTPOCETH C
MPUMEHEHUEM HCTOYHMKOB OecriepeOOMHOro NUTaHUS M PE3EpPBHOIO AM3ENb-T€HepaTopa.
Hcrounukn OecniepeOOWHOr0 NUTaHUS HEOOXOAMMO pETyIsSpHO TECTUPOBATh U MPOBEPSTH
yrnosHoMoueHHbIM paboTHukam ['BOY rumuazus Ne4d9 B COOTBETCTBMM C pPEKOMEHIAMSIMU
MIPOU3BOJUTEIIS.

[TopTaTHBHBIE TEXHUUYECKHE CPEJICTBA HE TOJKHBI OCTABATHCS 3a IpeeIaMUi KOHTPOIUPYEeMOit
30HbI ' BOY rumuaszus Ned49 6e3 koHTposst co ctoponbl pabotHukoB I'bOY rumuaszus Ne49.

Be3onacHocTs Ha paGouyem mecTe

3amperniaercss BECTH 3allUCh Mapojieil B OTKPHITOM BHUAE Ha MaTepUaJbHBIX HOCHTEI,
32 UCKIIIOYEHUEM CIIy4aeB, PEIVIAMEHTUPOBAHHBIX METOJOB XPAHEHHUS.

JIOKyMEHTBl M HOCUTENH ¢ HH(OpMAIMed OrpaHWYEHHOrO JOCTYyNa IOJDKHBI YOHpaThbCs
B oleyaTbiBaeMbie MecTa (ceiidbl, mkabbpl W T.OI.), OpH yXoJe C paboyero Mecra.
Ha aBromaTtusupoBanHoMm pabouem mecte Ilonb3oBatens paboydast ceccusi JOKHA ObITH IIpEepBaHa,
paboumii cronm 3abiaokupoBaH. Bxoa Tmonb30BaTenss B CHUCTEMY HE JIOJDKCH BBITOTHITHCS
aBTOMATHUYECKH.

JIokyMeHTBI, coaepxaiine HHGOpMaInio OrpaHUYEHHOTO JOCTYTA, JOHKHBI Cpa3y U3bIMAThCs
U3 TeYaTaroIluX YCTpOWCTB. Jlis yTunm3anmuu KOH(UIACHUUAIBHBIX JOKYMEHTOB, JOJKHBI
WCIIOJIb30BAThCS YHUUTOXKUTEIN JTIOKYMEHTOB HEe HUKe 4 YpOBHSA IO CTaHAApPTy O€30MacHOCTH,
MPUMEHIEMOMY K YHUUTOXKHUTEISIM JOKYMEHTOB.

[Ipy wWCHoONBb30BaHMM MOOWIBHBIX TEXHHYECKUX CPEICTB HEOOXOAMMO COOII0AaTh
JIONIOJIHUTENbHBIE MEpbl IO pEeryIaMEHTAllMM ¥ KOHTPOJIIO MCHOJNb30BaHUS B HMH(OpMaLvOHHON
cUCTeMe MOOUJIbHBIX TEXHUYECKUX CPEJICTB.

HaxoxneHue npeincraBuTellel IOPUAMYECKUX JIMI B pPaMKax MCIOJIHEHUS JOrMOBOPHBIX
00513aTeIbCTB B IOMEUICHUSIX, B KOTOPBIX BeJeTcsl 00paboTka HH(POpMALMK OTPaHUYEHHOT 0 JOCTYTIa
MH(OPMAIMOHHON CHCTEMBI, BO3MOXHO TOJIBKO B compoBoxjaeHuu paborHuka ['BOY rumuazus
Ne49 nonymiennoro 10 00paboTKK Takoi HHPOPMAIUH.
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Pa3mernienne TeXHUYECKUX CpeaCcTB BbIBoAa MH(popMmanuu B nomemeHusx ['bOY rumnazus
Ned9 npousBoauTCS C y4ETOM MCKIIIOYEHHsI BO3MOXKHOCTH BHU3YaJIbHOI'O MPOCMOTpPa MH(pOpMaLuu
MTOCTOPOHHUMH JIMIIAMU M paOOTHUKAaMH, HE JOMYIIEHHBIM K paboTe ¢ JaHHOH HHpOpMaIuei.

TexHnuueckue cpecTBa JOHKHBI Pa3MEIIAThCs U XPAaHUTHCS TAKUM 00pa3oM, YTOObI COKPaTUTh
BO3MOXKHBIM PHCK MOBPEXKIECHUS U YTPO3bl HECAHKI[MOHUPOBAHHOI'O JOCTYIIA.

TexHuveckoe 00c/ay;KuBaHue 000Py10BaAHUS

Texuudeckue cpenctBa 'bOY rumuazmst Ne49 NomKHBI TPOXOAWTHh HA PETYISIPHOW OCHOBE
CEpBUCHOE 00CTYXMBaHUE B COOTBETCTBUH C PEKOMEHIALMSIMU IPOU3BOAUTENEH 000pyJ0BaHUS.

PemMOoHT u cepBuUCHOe OOCIy)XHBaHUE OOOPYJOBAHMSA JOJKHBI BBIIOIHATHCS TOJIBKO
KBaJTM(UIIMPOBAHHBIMU CTICIIAATHCTAMH.

Texnuueckoe oOcayxkuBaHHE O00OpPYIOBaHMS CTOPOHHHMH OpIraHU3aLUSAMH HE JOJIKHO
MPUBOAUTH K PUCKY HapYIICHUS KOH(PUICHIINATBHOCTH 3alIUIaeMOi MH(pOpMAaIIH.

B3anmopeiicTBue ¢ TpeTbUMHU JTULAMU

B memsax obGecneuenuss wHbopmanuonHoi Oe3omacHoctd ['BOY rumuazust Ned9 mnpum
B3aUMOZAECHCTBUU
C TPETHUMH JIMLIAMU JIOJIKHO BBIIOJIHATH CIEIYIOIINE MEPOIIPUATHS TIO:

3aKJIIOYEHUIO COIJIAIICHMS O Hepas[VIalleHHn MHGOpMAalMd OrpaHMYCHHOro JOCTYIIa,
MOJIyYEHHOW B XOJ1€ UCTIOJIHEHUS IOTOBOPHBIX 0053aTEeNbCTB,;

OCYILIECTBJICHUIO KOHTPOJS 3a JEHCTBUSAMHU IPEACTABUTEIEH KOHTPAareHTOB B Ipeieiax
KoHTpospyeMoit 30HbI [ BOY rumuasust Ne49.

YnpapieHue xKU3HEHHbIM IIUKJIOM MH()POPMALHMOHHBIX CHCTEM

MeporpusiTus B MpoLecce KU3HEHHOro nukia uHpopMmanuonHeix cucreM ['BOY rumuaszus
Ned49 nomxHbI OBITH HampaBJeHBI HAa OOECTIEYeHHE 3aIlIUThl HH(OPMAIUH IPH BBOJEC B JCHUCTBUE,
9KCIUTyaTalllH, COIPOBOXKAECHUH U MOJICPHU3AIIMH, BBIBOJIAa 3 SKCILITyaTallUH.

OcHoBanueM npu pazpaboTke HH(GOPMAIMOHHBIX CHUCTEM JOJDKHBI SIBIATHCS PEIICHUS
MpUHATHIE Ha cTaaud (opMUpOBaHUS TpeOOBaHMM, conepkailiue TpeOOBaHUS B TOM YHUCIE
10 CUCTEME 3alUThl HH(OpMaIIHH.

JIro6oe rutaHupyemMoe K BHEPEHUIO U3MEHEeHNEe HH(DOPMAIIMOHHON CUCTEMBI TPEABAPUTEIHHO
JOKHO ~ OBITh  MPOAHATUM3UPOBAHO HA  COBMECTUMOCTh M OTCYTCTBHE  HapyLIEHUU
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3alUThl HH()OPMAIUH.

Paborsl mo MoaepHHU3alMK WH(GOPMALMOHHOM CHUCTEMbI, B TOM 4YHCIE IO YCTaHOBKE
MIPOrpaMMHOr0 00ecrieueHus: U OOHOBJIEHHM, TOKHBI IPOBOJUTHCS B HEpabouee BpeMs WM BpeMs
HaWMEHBIIIEH paboueit Harpy3KH.

IIpu BBIBOJE M3 OJKCIUIyaTallMM HH()OPMAIIMOHHBIX CHCTEM JIOJDKHO OO€CIeyrBaThCs
rapaHTHPOBAaHHOE yJaneHue o0pabdaTreIBaeMOil M XpaHUMOW B HUX WH(OPMAIIUH C HCTIONb30BaHHEM
CPEACTB T'apaHTUPOBAHHOI'O YHUYTOKEHHS MH(OpPMalUM WIN IyTeM (PU3MUECKOro YHUUTOXKEHUS
HocuTene nHdopMaIuu.

Bce mpornenypsr obecrieuenust 3anuTel nHGopManuu, yecraHosiaeHHble B [ BOY rumuazus Ne49
B OTHOUIEHMM HWH(POPMAIIMOHHBIX CHUCTEM, JOJDKHBI BBINONHATHCS U KOHTPOJIHMPOBATHCA
OTBETCTBEHHBIMH JIMLIAMH 33 OPraHU3aLUI0 Pa0OT 10 3aIuTe HH(OPMALIUY.

KonTpous goctyna k HHpOpManMOHHBIM CHCTEMaM

Bcee paboraukm ['BOY rumuazms Ned9, nomymieHHbie K paboTe ¢ WHGOPMAIMOHHBIMH
CHCTEMaMM HECYT IMEpPCOHAJIbHYIO OTBETCTBEHHOCTh 3a HApYIIEHUs YCTAaHOBJIEHHOTO IOpSAIKa
00paboTKu MH(pOpMAITIH.

YpoBeHb MOTHOMOYMH mMonb30BaTens B wH(popManuonHoi cucreme ['bOY rumuazms Ned9
JIOJIPKEH ONPEAETATHCS B COOTBETCTBUU C €r0 JTOMKHOCTHBIMU 0053aHHOCTSIMH.

Hoctyn mnonb3oBareneid kK uHpopMmauuoHHbIM cuctemMam ['BOY rumnuasus Ned9 nomxen
KOHTPOJIMPOBATHCS aIMUHICTPATOPOM MH(OPMAITHOHHOMN CHCTEMBI.

Ocyl1ecTBieHNE PEryIsIpHOrO KOHTPOJIS BBIMOJIHEHUS! OPraHU3allMOHHO-PACIOPAAUTEIbHBIX
JIOKYMEHTOB, KacCaloLIMXCS peryiaMeHTauuu jonycka paborHukoB ['BOY rumnasus Ned9 k
MH(}OpMaIMOHHBIM CUCTEMAM.
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Nnentuduranus u ayrTeHTUPUKALMS

Jloctyn monb3oBatenell K MHGOPMALMOHHBIM CUCTEMaM JOJDKEH MPEIOCTaBIATHCS TOJIBKO
MI0CJIE YCIICUIHOTO 3aBEepIICHUs HISHTH(PHUKALINHY, ayTeHTU(HUKAITUH.

[Tonyuenue mnosnb3oBaTeieM HMEHUM B HH(GOPMAIMOHHOM cHUCTEME M Mapojs, KOTOpbIe
o0ecreunBaoT JOCTYN K MHPOPMALMOHHON CUCTEME, TOJIKHO OCYILIECTBIISATHCS 110 MPEICTaBICHUI0
PYKOBOAMTENS CTPYKTYPHOI'O MOAPA3AEIEHUS.

YupasJieHue 10CTYIIOM

B I'BOY rumnuasust Ne49 nommkHO OCYIMIECTBISATHCS YIPABICHUE TOCTYIIOM K HH(POpMaIinOHHOM
CHCTEME IOCPEJICTBOM pealu3aliil HEOOXOJUMBIX METOAOB, THUIOB M MPaBWI Pa3rpaHUUYECHUs
J0CTyna moib3oBarensiM HHQopMarmonHoi cuctembl ['BOY tumuazust Ned9. B Tom umcie
oOecrieueH 3alUIIEeHHBINA YAaJeHHBIH JOCTYN CYOBEKTOB JOCTyHa K OOBEKTaM JOCTyIa uepes
BHEIIHKE NHPOPMAIITOHHO-TEJICKOMMYHUKAIIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTEJSIMU HHPOPMALMH

Paborauku I'BOY rumHazust NedQ nomKHBI HCIOIB30BaTh TOJNBKO YYTEHHBIE CHEMHBIE
MalllMHHBIE HOCUTENU WH(OpManMKU s BBINOJIHEHUS CBOUX JOJDKHOCTHBIX 0O0S3aHHOCTEH.
Hcnonp3oBaHne CheMHBIX MAamMHHBIX HocuTeneidl mHpopmanuu B I'BOY rumuazus Ned9 B nHBIX
LeJIAX CTPOro 3alpeLeHo.

CbemHble MalIMHHBIE HOCUTEIHN WH(OPMALIUK JOJKHBI XPAaHUTCS B OIl€YaThIBAEMBIX IIKa(ax,
B TIOMEIEHHSIX B KOTOPBIX MPETycMOTpeHa 00paboTka nH(pOpMAaIUK OrpaHUYEHHOT 0 I0CTYIIA.

B ciyuae kpakxu WM MOTEpH ChEMHOIO MAIIMHHOIO HOCUTENS MH(OpMAIMY, a TaKXKe UHBIX
UHIU/IEHTOB, KOTOpblE€ MOTYT MPHUBECTH K HAPYILIEHUIO CBOWCTB MH(POPMALUU OTPAHUYEHHOIO
JIOCTYIIA, JOJKHBI IPOBOIUTHCS MEPOIPUSTHS 110 PACCIIEOBAHUIO TAKMX UHIIUACHTOB.

[Ipu BBIBOZIE U3 AKCIUTyaTallMd ChEMHOI'O0 MAIIMHHOIO HOCUTEN MH(OpMaluu, Bce JaHHBIE,
XpaHs;IIMecs: Ha HeM, JOJDKHBI ObITh YAAJeHbl ONPEIEICHHON KoMHccHel M3 yuciaa pabOTHHKOB,
CPEACTBOM rapaHTHPOBAHHOI'O YHUUYTOXXEHUS HHPOPMALIUH.

@®akT YHUUTOXKEHHUS HH(POpPMAMUM Ha CBHEMHOM MAIIMHHOM HOCHUTeNle UH(pOopMaIuu
¢ukcupyercss B akre 00 YHHUYTOXKEHUM HHPOPMALUU CO CHEMHOTO MAIIMHHOIO HOCUTENs
uH(pOpMaLUH.

Perucrpanusi coobITHI

B I'BOY rumuazuss Ne49Q nomkHa OCYHMIECTBISATHCS PETHUCTPAIMH COOBITUM O€30MacHOCTH
Ha BCeX KOMIOHEHTax wuHpopMmaunoHHbIXx cucteM ['BOY rumnazus Ned9, B KOTOpPBIX
oOpabarbiBaeTcs 3amuiaemast HHpopmarus.

AHTHBHUPYCHAS 3alIIUTA

B nensx obHapykeHHs M ycTpaHeHHs BpeloHOCHbIX mporpamm B I'BOY rumnuazus Ne49
JIOJKHBI UCTIONIB30BAThCS CPECTBA aHTHBUPYCHON 3aIIUTHI MH(POPMAIUH.

OO0s3arenbHOMY KOHTPOJIIO CPEICTBOM AHTHBHPYCHOW 3alUThl HMH(OpMaMM TOJKHA
nojuiexarp Jro6as uHpopMmauus (TeKCToBble (ailinbl J00BIX (GopmaroB, (aiiabl JAaHHBIX,
ucrojHsieMble (Qailsbl), moiaydyaemas W IepefaBaeMasl MO JIOKAIbHOW BBIYMCINUTENBHOM CETU
B TOM 4YHCJ€ U CETAM OOIIEro Mojib30BaHUs, a Takke MH(OpMalus, XpaHHMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENAX HH(OPMALIHH.

[Tpu ycTaHOBKE MPOrpaMMHOT0 00ECTIeUYeHHsI MIIM €ro OOHOBJICHHUS Ha CEBEpHOE 000py10BaHHE
JOJ)KHA aBTOMAaTHYECKU BBIMOJIHATHCSA IIPEBapUTENIbHAs IPOBEPKAa JAHHOIO MPOrpaMMHOIO0
obecrieyeHus Ha OTCYTCTBUE BPEIOHOCHOIO IPOrPaMMHOI0 00ecIIeYeHusl.

OOHoBnenne 6a3 cUrHaTyp A CPEACTBAa aHTUBHUPYCHOHM 3aIlUTHl MH(POPMAIUHU JOJKHBI
OOHOBIIATHCS €XKETHEBHO.

ITonw3oBarenu oe3 paB aJIMUHUCTpaTOpa UH(OpPMAaIMOHHON CHCTEMBI
I'BOY rumuaszust Ned9 He AOIKHBI MMETh BO3MOXKHOCTH IMOJYYCHHs JOCTYyNa K KOH(UTYparuu
AHTUBUPYCHOI'O CPEJICTBA 3AILMUTHI UJIK €r0 OTKIIIOUYEHHUSI.
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KoHTpoJib 3a1I111IeHHOCTH I1epCOHAIBHBIX JAHHBIX

B mensx MCKIIOYEHMs SKCIUTyaTallUM YA3BHUMOCTEH MPOrpaMMHOIO 00eCHeueHHs JOKHBI
MPOBOIUTCA pPAa0OOTHl 1O BBIABICHUIO, aHATU3y YSI3BUMOCTEH HMH(POPMAIIMOHHONH CHCTEMBI
Y OTlepaTHBHOE YCTPAHEHUE BHOBH BBISIBICHHBIX YSI3BUMOCTEH. B TOM 4riciie opranu3anus KOHTPOJIS
YCTAHOBKM OOHOBJIEHHSI IPOrPaMMHOI0 00ecIieueHNns BKIIK0Yask CPEACTB 3alUTh MH()OpMAaIIH.

Hcnoab30BaHue MPOrpaMMHOro odecreyeHus

Bri6op mporpammHoro odecnedeHust Uit mpou3BoAcTBeHHBIX HYxa ['BOY rumnuazus Ned9
JOJKEH TPOU3BOAUTHCS B IPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOro B EauHblil peecTp
POCCHICKMX TMporpamMMm JUis 3JIEKTPOHHBIX BBIYHCIMTENBHBIX MallMH U 0a3 JaHHbIX. B ciydae
OTCYTCTBHS aHayiora B EqMHOM peecTpe poCCHICKUX MPOrpaMM IS 3JIEKTPOHHBIX BHIYHCITHTEIBHBIX
MalluH M 0a3 JaHHBIX JOMYCKAETCS MCIOIb30BaTh MPOrPAMMHOIO OOECIIEYeHHE HMIIOPTHOIO
MIPOM3BOJICTBA.

Hcnoab3oBanue cpeicTB KPUNTOrpaduyeckoi 3auuTsl HHGopManu

Obecneuenne 3amUThl HHGOPMALUK OIPAaHUUYEHHOIO JOCTYIA OT PAaCKPbITHS, MOJU(PHUKALIUN
U HaBs3bIBaHMA (BBOJA JIOKHOW HH(poOpMalnuu) Hpu ee mepenade (MOATOTOBKE K Iepenaye)
M0 KaHaJlaM CBS3M, HMMEIOUIMM BBIXOJ 32 TpEAeNbl KOHTPOJIHPYEMOH 30HBI, 00ECIIEeYMBAETCS
IIPUMEHEHHEM CPEACTB KPUNTOrpaduuecKoi 3aInuThl HHPOPMALUH.

[TpuoOperenue cpencts kpunrorpaduyeckoit 3amutsl nHGopmanuu ['BOY rumuazus Ne49
OCYIIECTBIISICTC HAa OCHOBAHWHU JIOTOBOPOB M KOHTPAKTOB C JIMIIAMU HMEIOLIMMH JICHCTBYIOIIYIO
munen3uto Cb Poccuu Ha oOcCylIecTBICHHE ACATEIBHOCTH IO pa3pabOTKe, IMPOU3BOACTRBY,
pacIpoCTpaHEeHUI0 IMHU(POBAIBHBIX (KpUNTOrpaguyeckux) CpeicTB, MH()OPMAIMOHHBIX CUCTEM
U TENEeKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOJb30BaHUEM IIH(PPOBAIBHBIX
(kpunrorpagu4ecknx) CpeiCTB, BBHIIOJHEHUIO padOT, OKa3aHUIO YCIYr B 00JacTH IIU(POBaHUS
nH(popMaIuy, TEXHUYECKOMY OOCTY>KMBAHUIO IU(PPOBAIBHBIX (KpUOTOrpadUyecKux) CpeJCTB,
MH(POPMALMOHHBIX CUCTEM M TEJIEKOMMYHUKALMOHHBIX CHUCTEM, 3aIIUIICHHBIX C MCIIOJIb30BAHUEM
mUGPOBANBHBIX (KpUNTOrpaduyeckux) CpeAcTB (3a HCKIIOYEHHMEM Ccllydas, €CIUM TEeXHHUYECKOe
oOcay)xuBaHue MHU(GPOBAIBHBIX (KPUOTOrPAPUUYECKUX) CPEICTB, HWH(POPMAIMOHHBIX CHCTEM
U TEIEeKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOJb30BaHUEM IIH(POBATHHBIX
(kpunrorpaduyecKkux) CpEeACTB, OCYIIECTBISAETCS M OOECHeueHUss COOCTBEHHBIX HYX]
IOPUINYECKOTr0 JIMIIA WK UHANBUYAIbHOI'O IPEIPUHUMATEIS).

B umenax opranmzanuu M oOecrmeueHHM Iepenadyd MHGOpPMAlUMM IO KaHajaM CBS3H
C HWCIOJNB30BAHUEM CPEJICTB KPUNTOrpapUUEcKOW 3alIuThl MHPOPMAIIMU, a TAK)KE BBITIOJTHEHUS
munieH3noHHbIX TpeboBannii ®Chb Poccun B 'BOY rumuaszus Ned9 nomkeH ObITH CO37aH OpraH
KpUNTOrpaduyeckoi 3aiuThl.

[Mopransubie pemenuss ['BOY rumuazus Ned9 ¢ BO3MOKHOCTBIO JOCTyHa C CeTeld OOIIero
[I0JIb30BAHUS JIOJDKHBI B IIPUOPUTETE Pa3pabaThIBATHCSA € OpraHU3allel 3allMIIEHHOr0 KaHalla
nocpecTBoM npotokona TLS ¢ moxnepxxoit anropurmos 'OCT 34.10.

Hcnoab3oBaHue 3J1eKTPOHHOMN MOYTHI

DNeKTpOHHAs ToYTa JIOJDKHA UCTIob30BaThes B ['BOY rumuazus Ne49 ¢ menbio opranu3anuu
Oo0OMEHa 3JIEKTPOHHBIMH COOOILEHUSAMH MEXJ1y paOOTHUKAMU M CyOBEKTaMH HH(OPMALMOHHON
0e30MacHOCTH.

[Ipu mcronb30BaHUM IEKTPOHHOM MOYTHI 3aIIPEIIACTCS:

oOMeH nH(popManuei s cyeOHOro Mmojb30BaHusl, a TaKke HHPOpMaLMell orpaHUYEeHHOT O
JIOCTYIIa;

MPEOCTABIICHUE JOCTYIA K AJIEKTPOHHOU TI0YTE C MCIOIBb30BAaHMEM JaHHBIX CBOCH Y4eTHOMH
3aIlUCH TPETHUM JIULaM;

MyOJIMKAIUsl CBOErO CIY)KEOHOIo ajjpeca 3JIEKTPOHHOW IMOYTHI B IJEKTPOHHBIX KaTajorax,
Ha MTOMCKOBBIX MAIIMHAX U IPYTHX pecypcax ceTu IHTEpHET B LeNsIX, HE CBA3aHHBIX C U CITOTHEHHEM
CBOUX JJOJDKHOCTHBIX 00sI3aHHOCTEH;

MOJMMCKA MO AJIEKTPOHHOM 1MOYTE Ha Pa3JIMYHbIe PEKJIAMHBIE MAaTEPUAIbI, JTUCTHI PACCHUIKH,
AJIEKTPOHHBIE JKypHAJIBI M T.A., HE CBA3aHHBIC C BBHIMOJIHEHHEM IOJH30BATEIEM JOKHOCTHBIX
00s13aHHOCTEH;
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OTKpBITHE (3allyCK Ha BBITIOJIHCHHUE) (HalIoB, TOJYYCHHBIX 110 JJEKTPOHHOM IOYTE
WM U3 pecypcoB cetu VHTepHeT, 0e3 mpeaBapuUTEIbHOW TMPOBEPKH UX aHTUBUPYCHBIM
IIPOrPaMMHBIM 00€CTIEUEHUEM.

PaGora B ceTsix 00111€r0 M0JIb30BAHUS

I'bOY rumnazus Ned9 octapnseT 3a co0oit mpaBo OJOKMPOBATH WJIM OTPAHUYUBATH JIOCTYII
pabOTHHUKaM K CeTSIM CBSI3M OOILEro IOJIb30BaHMs, B TOM 4YMcie ceTh VHTepHeT, comepikaHue
KOTOpPBIX HE HMEEeT OTHOIICHHUS K HCIHOJHEHHUIO JIOJDKHOCTHBIX OOsS3aHHOCTEH, a Takke K
UH(GOPMAIIMOHHBIM ~ pecypcaM, COJIep>)KaHW€ W HalpaBJICHHOCTh  KOTOPBIX  3alpelieHbl
3aKoHOJaTenbCcTBOM Poccuiickor denepanum.

Wudopmanus o mocemaembix pabotHukamu ['BOY rumuazms Ned9 wuH)oOpManmoHHBIX
PECYpPCOB MPOTOKOJIUPYETCS VIS TMOCIEIYIOIMIET0 aHajdu3a W, IpU HE0OXOJUMOCTH, MOXKET OBITh
IIPE/ICTaBIEHa PYKOBOAMUTEISAM CTPYKTYPHBIX IOApA3JENEeHUN, a Takke pykoBoaurteno ['bBOY
rumHa3us Ne49 1uist KOHTPOIISL.

[Ipu ucnonb3oBannu cetu MHTEPHET 3anpeiieHo:

ucnonb3oBaTh npenocrasieHHblid ' BOY rumuaszus Ne49 nocryn B cets MIHTEpHET B TMYHBIX
LEJSIX;

UCIOJIb30BaTh HECAHKIIMOHWPOBAHHbIE NMPOrpaMMHbIE U MPOrpaMMHO-aNNapaTHbIe CPeICTBa,
MIO3BOJISIOLLME TIOJyYUTh HECAHKIIMOHUPOBAHHBIN HOCTYI K ceTH MHTepHeT;

myOJIMKOBaTh, 3arpy’katb M PaCIpOCTPAHATH MaTEpUalbl, COAEPIKAIINE HEIOCTOBEPHYIO
nadopmaruto o 'bOY rumuazus Ne49, a taxxke danbcuduinmponats cBoit [P-ampec.

Pe3epBHOe KONMpOBaHNe U BOCCTAHOBJIEHHE TAHHBIX

OcymiecTBieHNE PE3EPBHOIO KOMUPOBAHUS JOIDKHO OCYLLECTBIIATHCS AJIS:

nHdopmaruu, oOpabaTteiBaeMoii Ha (ailioBOM cepBepe H  CEepBEpe MPHUIIOKEHUM,
UH(GOPMAIIMOHHON CUCTEMBI,;

paboynx MecT aAMUHUCTPATOPOB HHPOPMAITUOHHOW CHCTEMBI.

Yacrtora M peXUM pPE3EPBHOIO KOMHPOBAHHUS YCTAaHABJIMBAIOTCS TaKUM OOpa3oM, UTOOBI
o0ecrneunTh MUHUMAIIbHYIO TTOTEPIO IaHHBIX U ONEPAaTUBHOE BOCCTAHOBJICHHE.

Hactpoiika pe3epBHOro KONMPOBAHUS U BOCCTAHOBIJICHUS PECYPCOB HH(POPMALIMOHHBIX CUCTEM
I'BOY rumnuazus Ned9 nomkHbI MPOBOANUTE yrolHOMoueHHbIe paboTHuKH [ BOY rumuasms Ne49.

Pe3epBHOe  KomupoBaHHE JOHKHO  OCYIIECTBISTHCS B aBTOMAaTHYECKOM  peKuUMe
C TNPUMEHEHUEM OTEUECTBEHHOI'O CIELUUAIU3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOMUPOBAHUS
C JNEHCTBYIOIMIMM CEpTU(PHUKATOM COOTBETCTBHS IO TPEOOBaHHWSIM O€30MACHOCTH WH(OpMAIHH
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K TIPOLUECCAM YIIPABJIEHUS
WH®OPMAIIMOHHOM BE3OIACHOCTBIO

MoHuTOpUHT HHPOPMALMOHHOM 0€301TACHOCTH

Ha mocTosiHHOI OCHOBE NTOKEH NPOBOAMTHCS KOMIUIEKCHBIA aHaiu3 (DyHKIMOHUPOBAHUS
uHpopmarmonnoi cuctembl ' BOY rumnazus Ned9 u BO3HMKArOMUX COOBITUH WH(OPMAIIMOHHON
0€e30MacHOCTH.

IIpoiecc MOHMUTOpPHHra CHCTEMBl oOecriedyeHUs MH()OPMAIMOHHOM 0€30MacHOCTH JIOJDKEH
BKJIIOUYATh B C€0s1 KOHTPOJIb OPraHU3aL[MOHHBIX U TEXHUYECKUX MEp I10 3aluTe HH(OpMaLuy, aHaIu3
apaMeTpoB KOH(QUTypalli U HACTPOMKHU CPEICTB 3aIUThl HH(POPMALIUH.

[Ipu npoBeneHUHM KOHTPOJBHBIX MEPONPHUSATHHA, CBS3aHHBIX C OLEHKOW pealn3alud Mep
no 3amurte uHpopmammu B I'BOY rumuazus Ned9, ymomHoMoueHHBIE PAOOTHUKM JOJKHBI
MIPUIEPKUBATHCS CIENYIOIIMX IPUHIUIIOB:

He HapymaTh GyHKIHoHupoBaHue AesTenbHocTH ' BOY rumuazus No49;

NEUCTBOBAaTh B COOTBETCTBUM C YTBEP)KJIEHHBIMU OpraHU3allMIOHHO-PACIIOPSAUTEIbHBIMU
nokymentamu I'bOY rumuaszus Ned9 mo 3amure nHbopmanuu;

HE CKpBIBAaTh (PaKThl BBIABICHHBIX COOBITHI HH(OPMAIIMOHHOM 6€301aCHOCTH;

0(hOpMIISITH OTYETHI, TOATBEP:KIAIOIINE BBITOTHEHUE MEPONIPUATHIA MO 3alUTe HHPOPMALIUH.
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Wndopmanus, mnomydyeHHass B XOJA€ IPOBEJEHUS KOHTPOJIUPYIOIIUX MEPOIpPUATUIH
0 JeHCTBUAX, COOBITHSX W IMapaMeTpax, MMEIONIMX OTHOIIEHHE K peaau3aliy Mep IO 3aliuTe
nH(pOpPMaLIUK, JOIDKHA KOHCOJIUIAMPOBATHCS M XPAHUTHCS B MECTaX, MCKIIOYAIOMIMX MOTyYeHHE
K Hell HECaHKI[MOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPUHT JTaHHBIX O 3apErHCTPUPOBAHHBIX COOBITUAX HMH(OPMALMOHHOM 0€30macHOCTH
JIOJKEH MTPOBOJUTHCS, 110 BO3MOKHOCTH, C MCIIOJIb30BAHUEM CHCTEMbl MOHUTOPUHIA MHLIUJEHTOB
nH(}OpMaIMOHHON O€30MaCHOCTH WJIM BCTPOEHHBIX MEXaHM3MOB HACTPOMKU U ayAuTa COOBITUMN
B NPOrpPaMMHBIX M INPOrpPaMMHO-AMIapaTHBIX CPEICTBaX, HUCHOIb3YEMBbIX B HH(OpMAIMOHHON
unopactpykrype ' BOY rumuazus Ne49.

YnpasJjieHue pucKkaMu

OmnpeneneHne BHYTPEHHMX TpeOOBAHUHN IO 3aliuTe MHMOPMAIUH, AOJKHBI OCHOBBIBATHCS
Ha pe3ylbTaTax IPOBEACHHS aHAIMW3a PHCKOB HApYLIEHUS OCHOBHBIX CBOMCTB 0€30MacHOCTH
st mHPOopMarmoHHbIX pecypcoB ' BOY rumuazus Ne49.

OCHOBOJ OLIEHKHM PHCKOB JIOJKHA OBITh OLIEHKA YCIIOBHH U (DakTOpOB, KOTOpbIE MOT'YT CTaTh
MPUYUHON HapyLICHUS LIeTOCTHOCTH, KOH(UAESHIIMATBHOCTH U TOCTYITHOCTH U1l MH(OPMAIIMOHHBIX
pecypcoB 'bOY rumnaszust Ne49.

Pe3ynpTaTomM mpoBeneHMs aHaIM3a PUCKOB JOJKEH ObITh Pa3pabOTaHHBIA KOMILIEKC Mep,
HaIIPaBJICHHBIX HA CHMJ)KEHUE BO3MOXXHOI'O HETaTMBHOI'O BIIMSHHUS HA OCHOBHYIO JEATEIBHOCTh
I'BOY rumnazus Ned9 mpu peanmsanuu TOW WM WHOM Yrpo3bl 0€30MacHOCTH WH(POpPMALUU H
o0ecreynBaMUX B JaJbHEHIIEM JOCTaTOYHBIH YPOBEHb 3alMIIEHHOCTH HH(MOPMAIMOHHBIX
cucreM ['bOY rumnasus Ne49.

YnpasiieHue HHIMICHTAMH MH(POPMALHOHHOH 0€3011aCHOCTH

st obecnieuennst 3¢ HEKTUBHOTO pa3pemieHus] HHIIUACHTOB HH(POPMAIIMOHHON 0€30IMacHOCTH
B ['BOY rumnaszus Ne49, MunuMu3anuy norepb U yMEHbIICHHUS pUCKA BO3SHUKHOBEHUS TOBTOPHBIX
WHIUJCHTOB  JIOJDKHO  OCYILECTBIIATHCS  YINPaBJICHWE  WHIUACHTaAMH  HMH(OpMAIMOHHOMN
0€e30IacHOCTH.

Jlns ynpaBieHMsT MHUMACHTAMM HMH(OpPMAllMOHHOM O€30IacHOCTU JOJKHA OBbITh CO3/1aHa
clly’k6a MOHUTOPHHIA U PearMpoBaHUsl HAa MHUUACHTH HHPOPMAIMOHHON 0€30IacHOCTH, KOTOpast
MOCPEJICTBOM KOMIUIEKCA CPEICTB M MEPONpPHATHH il cOopa M KOHCONUZANMKA HH(OpMauu
00 MHIMJEHTaxX pellaeT AaHHYI0 3aJady. B OTHOLIEHMM KaXJoro MpOM3OLIEAIIEr0 MHLUICHTA
paboTHUKaMU U3 CIyXKObl MOHUTOPHMHTA M pPEarupoBaHUs Ha WHIMICHTHl HH(POPMAIIMOHHON
0€30IacHOCTH JIOJDKEH BBIMTONHATHCS €0 aHaln3, U pa3paboTka 3(p(PEKTUBHBIX MEP pearupoBaHUs
Ha JIaHHBII MHIUAEHT.

AyauT cuctembl o0ecniedyeHnst HHPOPMALMOHHOM 0€301IACHOCTH

B mensix oneHku Tekymiero ypoBHs uHpopMannonHoi 6e3onacHoctu ['BOY rumuazus Nod49
Ha peryJsipHOil OCHOBE JIOJIKEH IIPOBOJUTHCS ayIUT UH(DOPMAIIMOHHON 0€3011aCHOCTH.

BHyTpeHHue ayauThl TOJKHBI BRINONHATHCA paborHukamu ['BOY rumuaszus Ned9. B uucno
3aj1a4, penraeMbIX MU MPOBEICHUH BHYTPEHHHX ayIUTOB HHPOPMAIIIOHHON 0€30MacHOCTH, BXO/ISAT:

cOOp M aHamu3 UCXOAHBIX JaHHBIX 00 OpraHU3alMOHHON U (DYHKUHMOHATBLHOW CTPYKTYpE
MH(GOPMALMOHHBIX CUCTEM, HEOOXOAUMBIX JIJIsl OLIEHKH COCTOSIHUS CUCTEMBI 3aLUThl HH(OPMALIUH;

aHaJIN3 YTBEPXKICHHBIX OPraHU3aLMOHHO-PACIOPSIIUTENbHBIX JOKYMEHTOB IO 3alUTe
nH(popMaIuu Ha MpeAMET UX MOJIHOTH U 3PPEKTUBHOCTH, a TaKXkKe (OPMUPOBAHNE PEKOMEHAALNN
0 UX J0paboTKe WK pa3pabOTKH HOBBIX;

obocHoBaHUE (MHAHCOBOH d()(PEKTUBHOCTH BHOBBH IPHOOPETAEMBIX CPEACTB 3aIUTHI
uHpopmanuy,

IIPOBEPKa NMPaBHIILHOCTH BbIOOpa M HACTPOMKH CPEJCTB 3aIUThI HH(OpMaLnu, GOpMHpPOBaHHE
MPEUIOKEHUH 10 HMCHOIb30BAHUIO UMEIOIIUXCS CPEACTB 3aIIUTHl MH(GOPMALIUU IS TOBBILICHUS
YPOBHS HAIEKHOCTH U O6e30macHOCTH HHPpopMarmoHHbIX cucteM ['BOY rumuazms Ne49,

aHaJIM3 OTYETOB [0 NPOM3OLIENIIMM HHLUMJEHTaM HHGOPMALMOHHON 0e30macHOCTH
U IPUHSTHIM MEpaM 110 UX Pa3peLeHUIO.
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IToBbIlIEeHNE 0CBETOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanui KOMIUIEKCHOTO TMPOTHBOJCHCTBHS  yrpo3aM O€30MacHOCTH
uHpopmanuu, ucxoaamuM ot padbotHukoB ' BOY rumuazus Ned9 nomkHa MOCTOSHHO MOBBIIIATHCS
MX OCBEJOMJIEHHOCTh B 00J1aCTH 3alIUThl HH(OPMAIUH.

[ToBbimienre ocBenomiaeHHOCTH paOoTHUKOB [ bOY rumuasus Ne49 ocymiecTBisieTcs:

no cymectBytomM B ['BOY rumnHazus Ned9 opranmzanmoHHO-pAacHOpSAUTEIbHBIM
JIOKYMEHTaM,

o npuMmensieMbiM B ' BOY rumuasus Ne49 mepam 3ammtsl nH)OpManmy,

10 IPAaBUJIILHOMY HCIIOJIb30BaHHUIO CPEICTB 3AIIUTHI HH(POPMALIUH.

7  3AKIIOYEHHE

[Ipn wm3MeHeHWW ACHCTBYIOIIETO 3aKoHoaTenbcTBa Poccuiickoit denepanum B 001acTH
3alUThl THPOPMAITNH, & TAK)KE OPraHU3alMOHHO-PACTIOPSIUTENBHBIX JoKyMeHTOB [ bOY rumHuazus
Ne49 nacrosimias [TonuTrka n M3MEHEHHS K HEW MPUMEHSIOTCS B YacTH, HE MTPOTHBOpEYAIeii BHOBb
MIPUHATBIM 3aKOHOJATENIbHBIM U MHBIM HOPMATHBHBIM aKTaM, a TaKK€ BHYTPEHHUM JIOKYMEHTaM
I'BOY rumnuazust Ne49.

Bce T1peOoBaHus, YCTaHOBIEHHBIC JEHCTBYIOIIMM 3aKOHOJATEILCTBOM  Poccuiickoit
®denepany, NOA3aKOHHBIMU aKTaMH W JIOTOBOPHBIMM OTHOIIEHUAMH, a Takxke noaxon ['BOY
rumHa3us Ne49 k obecrieueHHI0 COOTBETCTBHUS ITHUM TPeOOBAHUSM JIOJDKHBI OBITh SIBHBIM 00pazom
OTIpEJICICHBI, JOKYMEHTHUPOBAHBI U MOJIJIEPKUBATHCS B AKTYalIbHOM COCTOSIHUH.

I'BOY rumuazus Ned9 B mpuUOpPUTETHOM HANpaBICHUHU JOJDKEH PAcCMATPHBATHCS IMEPEXO]T
a IpOrpaMMHOr0 oOecrieueHrne OTEUYEeCTBEHHOrO MPOU3BOAUTENS, BKIIOUEHHOTO B €IUHBIA PEECTp
POCCHUUCKHUX TIPOTpaMM ISl AJEKTPOHHBIX BBIYUCIUTEIBHBIX MAllMH U 0a3 JaHHBIX. B Tom uucie
10 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOpPYIOBaHHUS M IMPOrPaMMHO-AMMapaTHBIX CPEJCTB,
BKJIIOUCHHBIX B EIMHBIN peecTp pOCCUNCKON PagUO3JIEKTPOHHOM IPOLYKIIUU.

IlepecMoTp ¥ BHECEHME U3MEHEHMH B HacTosmyro llomuTHky — OCYyHIECTBISAIOTCS
Ha MEPUOJNYECKON U BHETUIAHOBOM OCHOBE.
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